Adolescence
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IN the 215t
Century

here?

Kids LOVE Cell Phones

2001 ~ An estimated 20% have cell phones
Cell phone companies discover the teen
market

By 2006, 40% of teens have cell phones
By 2000, that figure doubled to 83%

More than 50% of kids 8-12 own a phone
Average age of ownership is now < 10

The capabilities of phones have exploded
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I DON'T UMDERSTAMND
A WORD YOUMG PEOPLE
SAY THESE DAYS.

Commmunication

at the Speed of Light
—— * 19583 - 1% US mobile
call
* 1905 — Web explodes
* 1996 — Jennicam

« 2002 — 1% US camera
phone

+ 2006 - % of all cell
phones have cameras

* 2008 - 1.9 billion
camera phones
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Amazingly Busy Fingers

+ In 2008, U.S. mobile subscribers sent an
astounding goo billion SMS text messages.
Another 32 billion MMS messages were
sent, a 120% increase over 2007

* An estimated 250 billion digital
photographs were taken with cell phones

* Number of photos and text messages is
expected to rise sharply in years to come
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When Sharing Circles Go Bad

Camera phone

S

Email / MMS / Social Networking

N

World Wide Web
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Two Definitions

Cyberbullying

* A new twist on old
behavior ....
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What are the safety
Issues?

Two Definitions

Cyberbullying

* Theuse of the
Internet, cell phones,
or other devices to
send or post text or
images intended to
hurt or embarrass
another person
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er gap
Gitls are more likely than boys to say that they have ever experienced cyberbullying — 38% of
Wﬂmmd with 26% ofouW
more |} port being bullied than any other age and gender group, with 41% of online girl
orting these experiences. Teens who use social network sites like MySpace and|
and teens who use the internet daily are also more likely to say that they have been
erbullied. Nearly 4 in 10 social network users (39%) have been cyberbullied in someway,
mpared with 22% of online teens who do not use social networks.

Older Girls Are the Group Most Likely to Report
Experiencing Some Form of Cyberbullying

Gils 1517 [n=252] 418
- Higtrsehoot

Boys 15-17 [n=237] 29%

Girls 1214 [n=195] . | 34%

Boys 12-14 [1=202] 22%

Source: Pew Intemet & American Life Project Parents and Teens Survey, Oct-
Nov. 2006. Based on online teens [n=886]. Margin of error for th= overall
sample is +4%. * indicates statistically significant difference.
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Two Definitions

Sexting
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Two Definitions

Sexting

* “The act of sending
sexually explicit
photos, images, or
messages
electronically,
primarily by cell
phone or the Internet”
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"Sexting" Shockingly
Common Among Teens

Culture & Sexting

* Television &
Movies

* The Internet

* Porn Chic
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Culture & Sexting

» Television &
Movies

* The Internet

* Porn Chic

* Celebrity
Sexting

* Hormones

The Scope of the Sexting Problem

* Findings of a Fall 2008 study by the
National Campaign to Prevent Teen and
Unplanned Pregnancy:

— 20% of teens 13-1g have sent or posted a nude
photo orvideo

— 2/3 of those sent the content to a
boyfriend/ girlfriend, 15% of whom forwarded it.

—15% of teens sending nude photos (videos have
sent the content to people they only know
online
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Latest Sexting Stats — April ‘09

* 30% of girls g-15 have “sexted”

» Typical age to start sending “sexts” - 12

* Typical age to start receiving “sexts” - 10
* Reasons for sending a “sext” message?

— To get attention — 82%

—To be cool - 67%

— To be like the popular girls - 6a%
—To find a boyfriend - 55%
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WAY Beyond “Kiss and Tell”

* Three Most Common “Sext” Scenarios:
1. Romantic Couple Exchanges Sexts

2. Sext Messages Ave Initially Private, but
Are Redistributed by One Individual to

Boast, for Revenge, etc.

3. Individual Solicits Sext as a Preludetoa
Relationship, or As An Offer For One

* No Such Thing As “Casual Sexts”
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Prevention and Education

* Clear School District Policies
— Acceptable Use Policies
—Anti-Harassment and Anti-Cyberbullying
* Student & Parent Education
— Personal Privacy Curriculum
» Staff Training

* Law Enforcement & Legislative
Outreach

worw Fredesicklans.com

Emotional & Social
Consequences

* Short Term:
— Sexual Blackmail
— Bullying, Harassment, & Ostracization
—Embarrassment

* Long Term:
— Depression & Mental [llness
— Loss of Scholarships, Admissions, Jobs
— Self~-Injury & Suicide
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Jesse Logan

+ 18 year old high school
semior in Ohuo
* Sent nude photos of
herself ro her boyfriend
* When they broke up, he
forwarded them to
varigus high school girls
Logan was harassed,
taunted, and even
hysically assaulted
ecause of the
photographs
In July 2008, Logan
committed suicide
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Student Legal Consequences

* School Sanctions:
— Violation of various school policies
— Removal from extra-curriculars or school
= Civil Liability:
— Intentional Infliction of Emotional Distress
— Invasion of privacy (depending on state)
* Criminal Prosecution:
— Federal child pornography statutes (= 13)
— State child pornography statutes (varies)
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Parents foot the bill of most teen mobile lines
through family plans according to the study
commissioned by ACE*Comm. The survey finds
most teenagers aren't restricted by their parents
when it comes to cell phone or data usage.

Just because kids are in school doesn't mean their
phones are turned off. Thirty-eight percent of teens
surveyed text-message with friends during school
hours. A smaller 30 percent of students say they
play video games on their phones while at school.
Parents who look at their kid's calls will realize 26
% Ppercent of kids speak with people mom and dad

D) wouldn't approve of.
\% M:Metrics report




« Discuss the reality of digital files...easily
exchanged and duplicated (long term

effects)

» Remind them of the consequences of
inappropriate material: embarrassment,
legal trouble, school consequences

» Rules for mobile devices are the same as
for their home PC...if anything, more
caution is needed

Bottom Line:

BIG
The of Online Communications & 2
 Internet Access ie.

MySpace, Youtube,Facebook...

e-mail/text messaging/instant messaging

Phone/video Cameras: BIG BIG BIG Problems!!
« Streaming Video/TV

* GPS Locating

Cellular Phones &
Mobile Devices
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What are the global
dangers?

glog?

Social Networking
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FBI Warning Signs

Indications that a child may be at risk online

» Time Spent Online
—Your child spends large amounts of time online,
especially at night.
» Pornography
— You find pornography on your child’s computer.
* Phone Use

— Your child receives phone calls from someone
you don’t know or is making calls, sometimes
long distance, to numbers you don’t recognize




Unsolicited Mail and Gifts

—Your child receives mail, gifts, or packages
from someone you don't know.

Conceal Computer Content

—Your child hides what they are doing on the
computer.

Behavior Change
—Your child becomes withdrawn from the family.
Using different online account

—Your child is using another email account or
user ID

Bottom Line:

« Online bulling/harassment can be more devastating
because there is no face-to-face contact. Young
people view cyber contact as less personal and safe.

« Reiterate the need for your child to tell a responsible
adult when victim of a cyberbullying situation...ie. the
Megan Meier case

« Digital (photo/video) bullying may be more
devastating because of its reach and archival effect —
it may never go away...

What are other
safety Issues?

T

Clothing,
Insignias, Styles

And...

SR
Video [l oue
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f/@ Be mindful of
A~/ choices in
Music

°

Many downloads are free!




www.ncdoj.gov
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Additional Resources

CommonSenseMedia.org

WiredSafety.org

FBI “A Parent’s Guide to Internet Safety” --
http://www.fbi.gov/publications /pguide/pg
uidee.htm

iKeepSafe.org
iSafe.org
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Please be watchful.

We will too.




